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Attending:

Lindsay Farrall - DSL Caroline Harrop — DDSL
PC Andrew Cornell

Brooke (Year 10) Archie (Year 9)

Warren (Year 9) James (Year 8)

Gabriel (Year 7) Arron (Year 8)

Kristian (Year 8) Billy (Year 7))

Toby (Year 7) Joshua (Year 7)

Libby (The Bridge) Gemma (The Bridge)
Seren (The Bridge) McKennzie (The Bridge)
Kaidia (The Bridge) Bailey (Year 6)

Seb (Year 6) Eva (Year 6)

Oscar (Year 6) Amelia (Year 6)

Additional supporting staff: HN, KA, RW, MS, AZ, MB

Agenda: Staying Safe Online

PC Cornell was introduced to the group and his role in supporting staff and
students in the wider community was explained.

PC Cornell started the meeting by asking the pupils what they thought the
biggest threat to them was. James said he thought it was being tracked or
people putting cookies on your devices. Archie said it was child sex offenders.

PC Cornell said that whilst those were concerns, the most common problem he
saw was group chats being misused. PC Cornell said it was really important to
put in place rules about how group chats should be used. Oscar said that the
admin was the person who ran the group. Seb said that no one should be
swearing in the group chat and the comments could be taken down if there
was swearing. James said that everyone should be kind and appropriate.

PC Cornell said that it was really important that people did not add friends of
friends to the group and that people from other schools were not added. PC
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Cornell asked if the pupils thought it was a good idea to put a curfew on the
group. Amelia said yes as then you would not be messaging through the night.
PC Cornell reminded the pupils that the group name should not be offensive or
targeted negatively at anyone.

Lindsay asked where the liability lay if people sent abusive messages but then
deleted them. PC Cornell advised that if anyone received an offensive
message, they should screenshot the message, block the sender and then talk
to a trusted adult. PC Cornell strongly recommended not responding to the
offensive message. Seb said the person may send you more messages if you
keep replying. PC Cornell told the pupils that you could be prosecuted for
sending malicious messages.

PC Cornell then talked about online videos and your digital footprint. PC
Cornell stressed that what goes online, stays online. Even if you post a video
and then think you shouldn’t and take it down, you have no idea if people have
screenshotted images from that video or saved that video. PC Cornell then
shared a compilation of videos where people had said things they thought
were funny or were inappropriate and they children had to guess whether
those people had lost their job as a result.

PC Cornell then talked about sexting or the sending of nude/semi-nude images.
PC Cornell stressed it was illegal to send a nude/semi-nude image to anyone
under the age of 18, even if the sender was also under 18. If someone under
the age of 18 is asked to send a nude/semi-nude image then an offense has
been committed, even if the person asking for the image is also under 18. Even
once both parties were over 18, the sending of nude/semi-nude images could
lead to problems.

PC Cornell said that the big tech companies were taking this issue seriously and
had developed software to detect nude/ semi-nude images of children being
sent. If detected, companies like Snapchat, You Tube etc would contact the
police directly.
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PC Cornell that if you were prosecuted for sharing images of this type then that
would be reported on any DBS certificate you may need for a future job and
that could harm that chances of you getting a job. PC Cornell reminded pupils
that the age of legal responsibility in the UK was 10.

PC Cornell asked the pupils what their understanding of the word grooming
was. Sen said that it was where someone said they liked you and gets you to
do things or send things to them.

PC Cornell said there were strangers online contacting children in the Cheshire
area now. PC Cornell said there were red flags to look out for.

Friends requests from strangers should always be ignored and blocked. The
only friends you should have online were people you knew in real life.

Anyone asking you to move your chat from the game eg Roblox, to WhatsApp
should be blocked and reported. PC Cornell explain that messaging is
encrypted making it harder for outside agencies to see what is going on.

Anyone making comments that you are beautiful or handsome, sending nude
or semi-nude images or asking you to send images in return should again be
blocked and reported.

PC Cornell shared there have been cases of Sexually Motivated Sexual
Extortion in the local area where individuals have shared images and then
been blackmailed as a result. To avoid this PC Cornell advised that the pupils
do not take or share images and do not send money if requested but talk to a
trusted adult.

PC Cornell told the pupils about the Report Remove service provided by
Childline which helps young people get images removed as far as possible. The
service is free to use and young people will not get into trouble for using it.

PC Cornell ended the meeting by asking pupils not to use their phones in their
bedrooms as being online around other people rather than away in a room by
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yourself was the simplest way to stay safe.



